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Why SDN?

“This is by far the best talk on networking I have ever heard Period.”

Prof. Scott Shenker, UC Berkeley, Open Networking Summit 2
https://ww@lydutube.com/watch?v=YHeyuD89n1Y 3



Why SDN?
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Feature Phone vs. Smart Phone
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Feature Network(?) vs. Smart Network

Control Plane
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SDN Evolution and ONF
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RESEARCH
= Many organizations supports 2017 - ON.Lab and

ONF merger
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2012 -Define SDN e
research agenda

for the coming
2008-2011 - SIGCOMM years

Demonstrations
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Platform Deployments
Development

Invention

2009 - Stanford 2011 — Open Networkin

2007 - Ethane 2010 — GENI started  Summit, I?wterop 7 0 N R C [
2007 - Creation 2008 — OpenFlow  and grew to 20 . RESEARCH 0
of SDN Concept 2009 - FlowVisor, universities ( @ . @ “
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2020 State of the ONF

ONF (Open Network Foundation)
— Non-profit operator-led consortium

— Building open (source) solutions: network
disaggregation, white-box,
SDN/NFV/Cloud

Mobile Project
— Enterprise 5G/4G Cloud as a Service
— O-RAN compliant SD-RAN

— OMEC (Open Mobile Evolved Packet
Core)

Broadband Project

— SEBA (PON and other forms of fixed
broadband access)

Edge Cloud Project

— CORD (Central Office Re-architecture as
Datacenter) and XOS

SDN Infrastructure

— Trellis (Distributed SDN/NFV Leaf/Spine
Fabric)

— ODTN (Optical Transport)
— NG-SDN (P4 & programmable

CORD Solutions

SDN Infrastructure

ONF Projects &

Mobile & Broadband
5G Solutions Solutions

SEBA

VOLTHA Access Network

SD-BNG Core Networks

Edge Cloud
Infrastructure
@ — _
A=TH==||[PRONTO
Trellis SDN Infrastructure

SDN Control &
Data Plane

ONOS Stratum

https://opennetworking.org/news-and-events/blog/2020-state-of-the-onf/



ONF and SDN Community

Partners
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5G/6G Network Slicing

Smart Network Slicing based on SDN
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4G 4l Classical Internet:
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Wide-area SDN for Google

Google B4: Centralized TE on Private WAN using

OnenFlnw

Cental TE

Quaggal{ RAP[TE Agent i i Dl stec |
?_‘ lOFC i i Site B E i i
o]
Switch i
Site A | =<7
| OFA 1]
Switch
B4 routers Separate  EREERRE LT vy N P P PP PPY SETREPERRS [
built from Drive links : P Clusters Clusters
5 Centralized hardware
merchant to 100% TE : )
e e f;om » Three Layers: global, site controller, HW
o software
silicon » Control Redundancy & Central TE

/ / / / * Routing (BGP) Support

v eBGP with DCs, iBGP with Sites

Source: Sushant Jain et al., B4: Experience with a Globally-Deployed Software Defined WAN, ACM SIGCOMM Computer Communication Review, vol. 43 issue 4, Octobg KRECNETS 1



Key Idea of SDN

Separate the control and data planes

1 1m
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SDN puts network features into a network OS

Network Operating System

Operating
System

Specialized Packet For

warding Hardware Operating

System

Specialized Packet For
warding Hardware
Operating
System

Specialized Packet For
warding Hardware Operating
System

Specialized Packet For
warding Hardware

Operating
System

Specialized Packet For
warding Hardware
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The “SDN Stack”: 3 pieces, 2 interfaces

‘northbou nd
J J J s interface
\ \ \ P

N soufhbound
Interface
e.g., OpenFlow

KREONETS



The “SDN Stack”: Abstraction

,+ horthbound
J R interface

Control Abstraction: - .‘
Global view  Wadd A |

S soufhbound
Interface
eg. OpenFlow

B

Interfaces are the
Realizations of
Switch Abstractions

Switch

Forwarding Abstractig :
Matc:h-Actlon Tak Switch

Switch

kreNeTS JRE



Reactive vs. Proactive Packet Processing/Forwarding

Software
Layer

Hardware
Layer

//

OpenFlow as an SBI (1)

f

................ // uﬁ,

[ OpenFlow Agent

Table

MAC| MA IP IP TCP | TCP ,
src | d Src |/ Dst | sport| dport| Action
12:3/4/%178,1.2.3.;}5.6.7.8T34N0 port1 ||/

/ port / port 2

Packe;ﬁ§Qqﬂy

1.234

Controller

Packets
2 ton
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OpenFlow as an SBI (2)

Reactive vs. Proactive Packet Processing/Forwarding Controller

S

~oftware [ OpenFlow Agent J 4"

Layer

Flow Table

MAC| MAC| IP IP | TCP| TCP
src | dst | Src | Dst | sport| dport

R | I T R Every packet

Action

kre NETS JRE



KREONET: NREN in Korea

< Nationwide 17 GigaPoPs in Korea (~100Gbps), 4 International Connections to the US, China, Europe
(~100Gbps), Global Research Network Collaboratlons (GLORIAD GLIF/GNA-G, GRP, etc)),

ink
NorthernLight
i

= 4
BeljingLight KISTV

L [ ]

KREONET-S: Open, Virtualized, Automated and Intelligent Network Environment
migrated from Traditional Closed and Fixed Network Infra & Services

& GLORIAD T4 SHELe8BCTA
1




KREONET (Top 10)
Advanced Applications

Deterministic Network
Performance and QoS
for ~100G Data Transfer

Education & Collaboration

User-oriented Dynamic &

Flexible Networks
for Time-to-Research &
Time-to-Collaboration

Astronomy

aranteed Networks
for Collaborative Research

L Xy v

SN ey,

New Medicine/Bio Culture & Art Constructions Supercomp@@m20




KREONET-S (KREONET Softwarization)

Primary Goals

— Nation-wide and International Wide-area SDN
Environment for Advanced R&E Community over
KREONET in Korea

— New User Services & Experiences beyond Legacy
Networking, based on Network Virtualization,
Automation, and Intelligence

Principal Building Blocks

— Infrastructure Layer: OpenFlow 1.3, Stratum/P4, TL1, NETCONF,
etc.

» 8 Locations: SEQ, DJ, BS, GJ, CW (Korea), Chicago (USA), Seattle (USA), HK
(China)

— Control Layer: ONOS 1.13.1 (Nightingale Release)
o KISTI as ONF/ONOS collaborator and ambassador, ONOS/COBEERD 21

\AI, i e o ANCINNL /NI T et i ook i oL . NI, o oA t/NCIT




SDN/ONOS 7|die] KREONET-S 7|{'&

Q0 ONOS OF7|El| A : ol &f PIETH O|£2t 7|5

7

Contains user applications
Applications

E.g., reactive forwarding, ProxyARP,

segment routing, SDN-IP, etc.

Transfer network info to app layer
Provide management interface for
controlling lower layer component

Contains many core features
Provide distributed clustering func.
for supporting HA and scalability

7

\

Provide an abstracted interface for
controlling the network infrastructure

J

Network protocol implementation
for managing network elements
E.g., OpenFlow, NetConf

(scalability, availability, performance, persistence)

OpenFlow

Distributed Core

Southbound
(discover, observe, program, configure)

kReONETS [



SDN/ONOS 7|dte| KREONET-S 7|{'&

0 ONOS 4t A 0{(Distributed Core) : 2’8 d, 17} B%

I I I Y A
SB Core API
y o\

Providers Providers Providers Providers
A

Protocols Protocols Protocols Protocols

Applications

Distributed Core
(state management, notifications, high-availability & scale-out)

KREONETS R



SDN/ONOS 7|die] KREONET-S 7|{'&

0O ONOS U 2 A7 0] 7|HtS] KREONET-S A QU 7=

ﬁ Master Stand-by (slave)
KRE NETS

Daejeon ONOS Instances Seoul/Busan ONOS Instances
PM#3

PM#2

Build_VM#1  Deploy_VM#1 Deploy VM#2  Deploy VM#3 Deploy_VM#4  Deploy_VM#5 Deploy_ VM#6  Deploy_VM#7

-
5

OvS

Open vSwitch

Arista 7050SX * 2, 1 Arista 7050SX * 2,
Edge-Core AS5712_54X * 1 ’ Edge-Core AS5712_54X * 1
Edge-Core AS5812_54X * 1 Brocade MLXe-8 * 3 Brocade MLXe-8 * 3 Edge-Core AS5812_54X * 1
(Edge Nodes) (Core Nodes) s 10Gbps x 1 (Core Nodes) (Edge Nodes)

1Gbps x 10




KREONET-S Control Plane (1)

« ONOS-based Control Platform w/ Distributed Core

— 2015: ONOS 1.2.2 (Cardinal) Deployment and Tests
« 3/5/7-node Distributed Controller Operations and Stability Experiments
 Joining ONOS Community: KISTI-ON.Lab/ONOQOS Collaborator Agreement

— 2016: ONOS 1.7.1 (Hummingbird) Deployment

 Building a Global SDN-IP Testbed with Advanced R&E Networks in the World
(KREONET, Internet2, GEANT, ...): ONS2016 Demos (First for Asian R&E networks)

— 2017: ONOS 1.11.1 (Loon), Ambassador/Brigade Activities
* Actively Participating in ONF/ONOS Ambassador and Brigades

p
Contains user applicalions . Partners Collaborators sl
E.g., reactive forwarding, ProxyARP, Applications )
L segment routing, SDN-IP, etc. ' -, .
; | ADWRAR = ek % Caarmet €AvARA ADIRAN wesows  ETIRI REQUENS KREENET  KiSTI
Transfer network info to app layer AT&T o 5 e |
Provide management interface for 5
|_ controlling lower layer component ) . o s EPRI | e GE ZtumenTu, @ 822150
Distributed Core ciena COMCAST DEALLEM m ANT
Contains many core features (scalability, availability, performance, persistence)
Provide distributed clustering func. Bii O = s e
v ur 5 T BNOVIFIOW  Openfiow Korea
for supporting HA and scalability Soutbound KMEE | BLACKOUCK N oiecs
(discover, observe, program, configure) IEEHI :1: - GO gle S,
Provide an abstracted interface for ; . 3 & PR
[ controlling the network infrastructure :‘ Calix cnit eom 3.??
K™

Netwark protocol implementation U"@ JUNIPEM @ FTrGrowe - 9 micmmon | DA
for managing network elements S

E.g., OpenFlow, NetConf

radisys SAMSUNG TorkTetekon 4

kreNETS BRE



KREONET-S Control Plane (2)

« 2018-2019: 3/5-node ONOS 1.13.1 Nightingale Release Deployment

ﬁ Master Stand-by (slave)
KRE_ NETS

Daejeon ONOS Instances Seoul/Busan ONOS Instances
PM#2 PM#3

Build_VM#1 Deploy_VM#1 Deploy VM#2  Deploy_VM#3 Deploy_VM#4 Deploy_VM#5 Deploy VM#6  Deploy_VM#7

;)’1 s

-
e -
TN

Ry ] . Open vSwitch

Arista 70505X * 2, Arista 70505X * 2,
Edge-Core AS5712_54X * 1 e Edge-Core AS5712_54X * 1
Edge-Core AS5812_54X * 1 Brocade MLXe-8 * 3 Brocade MLXe-8 * 3 Edge-Core AS5812_54X * 1
(Edge Nodes) (Core Nodes) s 10Gbps x 1 (Core Nodes) (Edge Nodes)

kreNETS [RE
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On-demand Virtual Network Slicing
» Virtual Dedicated Network (VDN)

— Secure and Private Network Slicing with SDN-IP

— Dynamic Flow Control for On-demand and Automated Virtual Network
Provisioning toward Intelligent Network Services

— Automated End-host/UE Awareness for Accurate Access Control

— Logically Isolated and Dedicated Networking w/ High Performance
(~100Gbps) Guaranteed and Strict E2E Network Security Provided

D kreonet-s@localhost:~ [ R R e =
DJ_H1(192.168.100.223) #ping 192.168.100.221f m

kReONETS R



VDN Application Architecture

KREONET-S Virtual Dedicate Network (VDN) & User-oriented Visibility (UoV)

" =
U omess F S P — ‘, RESTful
= VDN WIZARD sar Autharity o lnte I'face
[3p
ONOS GUI Common User GUI | Super User GUI UoV
User oriented Visibility Super User CLI
\ f DT Event Listener I J
Query &
Command Query & - -
Command Notify f ; Notify
Command
3 2D COREEN
VDN Path Computation Element (PCE) GCOREEN ot sersees
| VDN Slicing  Control Message [ Topo s w (ID Federation) S mabtations
X Manager s e/
' VDN Federation ONOS I Request/ | [ Y 5 D
L Core Recove Response
. VDHCP & VNAC I L po FEDERATED

Control Message
Provider (OpenFlow, etc.)

VDN

Virtual Dedicate Network

Protocols

register & unregister

BNy

s

Grafana

ko tadfi

S-MON

Request/
Response

VDN UOV

letwork  User oriented Visibility

(Status Monitoring)

IDENTITY




Why Orchestration Demanded?

End-to-End means more than the network

Kubernetes

]

Resource
Manager )|

ved | ONOS
VDN Manager S| Cluster ( (Exporont N\

Compute / Storage
Resource Manager

DN

___________________________

Network of
Facilities

______________________________________________

Application Workflow \

Service Resources (k8s,

End-to-End & Auto-Configurable Virtually Dedicated Network
@ ESnet

Reference: ‘Design Patterns’: building race-tracks for big-data science, APAN47, 2019, Inder Monga/ESN KREONETS QPE



L J
KREONET-S Orchestratlon° VDNO
o
REST ACTIVE/Intelligent Human ,
Request: Al host requires 10GB for Z1 node
Interfaces Controls Interfaces with 1Gbps bandwidth
14 -_— ' ‘ —

VAWJA
ORCHESTRATOR D ﬁ

4) VDN Request (network BW, GW,
VNFs, end-hosts/containers, etc.)

Mital Dodicate Moturorl

Request: end-hosts need 100GB storage
with 10Gbps bandwidths

_.

1) Request for Computing/Storagé
Resources w/ location, etq

3) Reply w/ allocated Computing/
Storage Resources

Kubernetes APIs

5) VDN
Management

2) Containerized Computing/Storade
Resource Management

Northbound APIs

Southbound Interface: OpenFlow.

manipulations

Storages

4/ . storages - Site/Edge Resource JRibinkii _
= el
- Nodes

A/ ~

g

D
Compute | G

Nodes

KRE ' NETS

ﬁ 1 2
Site/Edge Resources

\

Compute | KRE_NETS BE
Nodes =



KREONET-S Orchestration;: VDNO

« Auto-Selection and Allocation of Service/Container
Resources based on Locations and Loads (Cgpiected)

Cselected — Max {fOF‘ all Ci eC | Wocation * Clocation + Wresource " Cresource}

YVhE'I'E' l) Wipcation and Wresource = 0, 2.) Wipcation + Wresource = L

— Metric 1 (cjpcation): l0cation proximity to each end-host w/ weights
Clocation = & ° ICE-.LI- +p5- V¢,

where 1), €C,, €L, C € L2) aandff 20,3)=a+p=1.

— Metric 2 (Cresource): resource utilization (CPU/memory/storage)

Cresource — a1 ° T}wr((.’, Ci) +as- ?:rwr{:m-x C;) +das- r}wr(sx Ci:)
where 1) r(c,C;) = d(c),r(m,C;) = d(m),r(s,C;) = d(s)),
2) Thor (€, Ci), Thor(M, C;), Thor(S, C;): normalized factor (0 < 14, < 1),
3)a, =0,a; +a; +az = 1.

Notation Description

L Set of locations of distributed end hosts

C Set of locations deployed k8s infrastructure

lij Normalized link capacity between location i and j, 0 =, ; =1
cu; Normalized centrality value of location i, 0 < cv; =1
d(c) Initial service CPU resources demand

d(m) Initial service memory resources demand

d(s) Initial service storage resources demand

ric, C) Availalble CPU resources in cloud C;

r(m, C) Availalble memory resources in cloud C;

(s, C;) Availalble storage resources in cloud C;

31



JSON

ONOS/VDN Monitoring

{ \
| VDN Telemetry App.  Thread |
| Network/VIDN | CNO=
Data Collect
| Data Collector | Rest apI
) : : VDN, Device, Link, Host .. | =
J Ielemetny L -
| Config IManager: [ opﬁck
| Agent Data Collector
: Node, CNF/VNF Resources : REST API
BatchPoint (Data 3)
: Queue Leg Data Collector | Kuberetes
BatchPoint (Data 2
| Gead ONOS, VDN, k8s Logs |
: Thread BatchPoint (Data 1) | Text Parsing
: I
| Data Consumer | |
| |
N—eeeki e — — —

Collecting and reporting metrics and events

telegraf & chronograf
KDPaCitor Web interface for InfluxDB

Streaming data processing engine

© influxdb

Time series database

E » ONOS/VDN status: device, link, host, flow, port, etc.

'+ ONOS/VDN logs: “INFO", “ERROR"

i » OpenFlow/VDN Packetin+: etherType, vlanID, srcMac, dstMac,
i device, srcPort, dstPort, protocol, srcAddress, dstAddress,

' srcPort, dstPort, flags, etc.

E NN NN NN AN NN NS E NN NN NE NN NN NA NN NN EEEEEENEEEEEEEEEEE

* Collecting Dataset from SDN/NFV Environment

* CNF/VNF Dataset Acquisition and Stabilization
w/ VDNO-k8s interface Improvement

* Monitoring and Visualization : Telegraf,
Choronograf, Kapacitor, Grafana, etc.

o

* VDN operations: time, operationType, vdnld, name, bandwidth,
vdnHosts, vdnDevices, vdnLinks, vdnOwner, vdnUsers,
autoScale, proactive, createTime, updateTime

* k8s Dataset: Node, CNF/VNF Resources (CPU, Memory, Storage) i

KREONETS
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ONOS/VDN Monitoring

* Critical Error Logs: INSTANT RECOVERY demanded

— "jJava.lang.OutOfMemoryError: GC overhead limit exceeded”
— "org.onosproject.store.service.StorageException$Timeout”
— "org.onosproject.store.service.ConsistentMapException$Timeout: onos-network-configs”

« ONOS/VDN Operations Status and KREONET-S Topology

— ONOS Instances and Topology SCCs: Active or Inactive, 1 or more, etc.
— KREONET-S Topology: # of devices, links, flows, end-hosts, VDN, etc.
— VDN-Telemetry: VDN operations dataset, OpenFlow/VDN PacketIn+, etc.

« SNMP and sFlow based Devices and Specific End-hosts Monitoring

oa oa upeme

CPU Available: 97% CPU Available: 98% CPU Available: 97% TR gs B/ 0

Disk space: 28.1 GiB Disk space: 31.9 GiB Disk space: 31.3 GiB

oo

UPTIME 32.1 week UPTIME 32.1 week UPTIME 32.1 week




Trustful

Authentication

LOGIN to KREONET-S/VDN

1. KREONET-S/VDN It & 74 2 (KAFE Proxy)
(https://vdn.kreonet.net/vdn/ui/login.html) LOGIN .
2. A2 7| 2H(IdP) MEH
(IdP Discovery Service)
VDN o
e—raene== Virtual Dedicate Network 8~
|ﬁ Enter User ID | TGAM
|ﬂ Enter Password | I .:‘. I S
3. 7|28 71|’H IDEEF H| 2t = %Iei
LOGIN to kafE Researc .
(-,

Please note

4. KREONET-S/VDN A{H|A 28 > © @
(KAFE ©1=, KREONET-S/VDN :rll_'OI:'é'-I h
I NET S T



General SDN Impact on NI

« Al/MLis hard to be applied to traditional networks
— Heterogeneous network infrastructure: complexity of network system
— Inherently distributed nature of Internet: each network node can only
view or act over a small portion of network system
« SDN decouples the control plane and data plane
— SDN resource management by a logically centralized controller
— Global network topology view and dynamic programming/flow control
— Real-time network state & configuration data as well as flow-granularity
info.
« Al/ML gains great advantage from the centralized SDN
Controller
— Bringing intelligence to the SDN controller
— Data analysis, network optimization, and automated provisioning of

services 35
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NI Control Loop on KREONET-S

Actions

P
<

VDN Orchestrator Big Data Analytics

TcOnsume
| |

Interactiv

API Calls

User X
output %%

Orchestrat

4

JSON

User A&A Historical

Model
A
API Calls CRUD
\ 4
VDN Manager I
Datasets I
NBIl T NBI I
Multi-node ONOS Cluster Collector/Teleme
SBJ, TSBI vConfigurati Datasetir I
OpenFlow Adaptors/Protocols VDN CNI I Collector (VDN Telemetry) —|ﬂe> Backup
; - storage

L-------------I
Telemetry

Status Container Networking

KREONET-S Data Plane Networks, Computing & Storage:
Virtualized and Physical Resources

Reference: ESnet6 software automation architecture 2019, Inder Monga/ESNET 36



ONF Connect 2018 Demos

« Demo #1: Location and Load aware Virtually Dedicated Container Networking
over KREONET-S with a New VDN-CNI Implemented

« Demo #2: VDN International Federation over KREONET-S (KR) and CST-Cloud
(NI

ONF Connect 18 Home mirkim@gmailcom Profie  Help  Signout

#31 Location and Load aware Virtually Dedicated Container Networking over KREONET-S

ition
earcher Major Thames foe Tracks

resources which are deployed in eight distributec
oenters in Korea (5), USA (2), and China (1). In thy |
orchestrator inteligently decides the nearest sen
the users atter reciving ther service requests, b
the foad (e.q., CPU, memory, and storage usage)
status information acquired from container mana
network manager. Here, container manager work
management in association with VON-CNI which
connect the provisioned pods to ONOSVDN in 2 &
allocating either shared or dedicated networking
Eventually orchestrator communicates with virtuz,
provide the requested complete set of service re: M
users through manipulating virtually dedicated < Jll
being composed of (distributed) service pods, us
required network gateways, and proper vitual ne
such as vDHCP and virtual network access contr|

Broadband Acces; |

In this talk, the implemented orchestration syster
and functions will be lvely demonstrated using a
testbed over KREONET-S, with the overall archit
described in detail

You are an author of this submission.

Edit submission




APAN47 Demos (2019)

‘ APAN 47

« Demo #1: Location and Load aware Virtually
Dedicated Container Networking over KREONET-S S s T
with a New VDN-CNI Implemented

 Demo #2: VDN Federation over KREONET-S (KR) and
CST-Cloud (CN)

KIST' Korea Institute of
l Science and Technology Information

kReONETS JEE



Advanced NREN Collaborations

« Advanced Research Networks in USA, Europe, China, etc.
= Internet2 (US): Network Automation/Intelligence (Ana Hunsinger, Vice
President)
= ESNET (US): SDN-oriented WAN and Orchestration (Inder Monga, E. Director)
= SURFNet (NL): Network Automation (Alexander Van Denhill, Manager)
. NORDUnet (N Europe) Network Intelllgence/SDMZ (Erik-Jan Bos, Director)

kreNETS BER
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Thank You!

Questions and/or Comments
to mirr@Kkisti.re.kr

For more Information:

http://www.kreonet-s.net
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